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(1) The reports or correspondence are
not distributed outside the Department
of Defense except in compliance with
paragraphs (b) and (c) of this section;
and

(2) The report or correspondence con-
tains an appropriate warning restric-
tion on the first page or cover.

(f) A suggested restrictive legend for
use on the first page or cover sheet of
reports or other correspondence fol-
lows:

Some of the information contained herein
(cite specific paragraph) is financial record
information which was obtained pursuant to
the Right to Privacy Act of 1978, 12 U.S.C.
3401 et seq. This information may not be re-
leased to another federal agency or depart-
ment outside the Department of Defense
without compliance with the specific re-
quirements of 12 U.S.C. 3412.

[45 FR 17576, Mar. 19, 1980, as amended at 46
FR 29706, June 3, 1981. Redesignated and
amended at 56 FR 57984, Nov. 15, 1991]

§ 275.14 Right to Financial Privacy Act
of 1978 Annual Report.

(a) Each affected DoD Component
shall compile an annual report setting
forth the following for the preceding
calendar year:

(1) The number of requests for access
to financial institutions specifying the
types of access and any other informa-
tion deemed relevant or useful.

(2) The number of customer chal-
lenges to access and whether they were
successful.

(3) The number of transfers to agen-
cies outside of the Department of De-
fense of information obtained under
this part.

(4) The number of customers chal-
lenges to the transfer of information
and whether they were successful.

(5) The number of applications for
delay of notice, the number granted,
and the names of the officials request-
ing such delays.

(6) The number of delay of notice ex-
tensions sought and the number grant-
ed.

(7) The number of refusals by finan-
cial institutions to grant access by cat-
egory of authorization, such as, cus-
tomer consent or formal written re-
quest.

(b) This report shall be submitted to
the Defense Privacy Board, Office of
the Deputy Assistant Secretary of De-

fense (Administration), by February 15
annually.

ENCLOSURE 1—REQUEST FOR BASIC
IDENTIFYING ACCOUNT DATA FORMAT

[Official Letterhead]

Mr./Mrs. XXXXXXXXXX,
Chief Teller (as appropriate), First National

Bank, Little Rock, AR 72203
Dear Mr./Mrs. XXXXXXXXXXXXXX. In

connection with a legitimate law enforce-
ment inquiry and pursuant to section 3413(g)
of the Right to Financial Privacy Act of 1978,
12 U.S.C. 3401 et seq., you are requested to
provide the following account information:
[Name, address, account number, and type of
account of any customer or ascertainable
group of customers associated with a certain
class of financial transactions as set forth in
§ 275.7.]

I hereby certify, pursuant to section 3403(b)
of the Right of Financial Privacy Act of 1978,
that the provisions of the Act have been
complied with as to this request for account
information.
[Official Signature Block]

Under section 3417(c) of the Act, good faith
reliance upon this certification relieves your
institution and its employees and agents of
any possible liability to the subject in con-
nection with the disclosure of the requested
financial records.

[46 FR 29706, June 3, 1981. Redesignated and
amended at 56 FR 57984, Nov. 15, 1991]

ENCLOSURE 2—CUSTOMER CONSENT AND
AUTHORIZATION FOR ACCESS FORMAT

Pursuant to section 3404(a) of the Right to
Financial Privacy Act of 1978, I, [Name of
customer], having read the explanation of
my rights on the reverse side, hereby author-
ize the [Name and address of financial insti-
tution] to disclose these financial records:
[List the particular financial records] to
[DoD Component] for the following pur-
pose(s): [Specify the purpose(s)].

I understand that this authorization may
be revoked by me in writing at any time be-
fore my records, as described above, are dis-
closed, and that this authorization is valid
for no more than three months from the date
of my signature.
Date: ————————————————————
Signature: ——————————————————
[Typed name]
[Mailing address of customer]

Statement of Customer Rights Under the Right
to Financial Privacy Act of 1978

Federal law protects the privacy of your fi-
nancial records. Before banks, savings and
loan associations, credit unions, credit card
issuers, or other financial institutions may
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give financial information about you to a
federal agency, certain procedures must be
followed.

Consent to Financial Records

You may be asked to consent to the finan-
cial institution making your financial rec-
ords available to the Government. You may
withhold your consent, and your consent is
not required as a condition of doing business
with any financial institution. If you give
your consent, it can be revoked in writing at
any time before your records are disclosed.
Furthermore, any consent you give is effec-
tive for only three months, and your finan-
cial institution must keep a record of the in-
stances in which it discloses your financial
information.

Without Your Consent

Without your consent, a federal agency
that wants to see your financial records may
do so ordinarily only by means of a lawful
subpoena, summons, formal written request,
or search warrant for that purpose. Gen-
erally, the federal agency must give you ad-
vance notice of its request for your records
explaining why the information is being
sought and telling you how to object in
court. The federal agency must also send you
copies of court documents to be prepared by
you with instructions for filling them out.
While these procedures will be kept as sim-
ple as possible, you may want to consult an
attorney before making a challenge to a fed-
eral agency’s request.

Exceptions

In some circumstances, a federal agency
may obtain financial information about you
without advance notice or your consent. In
most of these cases, the federal agency will
be required to go to court for permission to
obtain your records without giving you no-
tice beforehand. In these instances, the court
will make the Government show that its in-
vestigation and request for your records are
proper.

When the reason for the delay of notice no
longer exists, you will usually be notified
that your records were obtained.

Transfer of Information

Generally, a federal agency that obtains
your financial records is prohibited from
transferring them to another federal agency
unless it certifies in writing that the trans-
fer is proper and sends a notice to you that
your records have been sent to another agen-
cy.

Penalties

If the federal agency or financial institu-
tion violates the Right to Financial Privacy
Act, you may sue for damages or seek com-

pliance with the law. If you win, you may be
repaid your attorney’s fee and costs.

Additional Information

If you have any questions about your
rights under this law, or about how to con-
sent to release your financial records, please
call the official whose name and telephone
number appears below:
————————————————————————
(Last Name, First Name, Middle Initial)
Title (Area Code) (Telephone number)
————————————————————————
(Component activity, Local Mailing Address)

[46 FR 29706, June 3, 1981. Redesignated at 56
FR 57984, Nov. 15, 1991]

ENCLOSURE 3—FORMAL WRITTEN

REQUEST FOR ACCESS FORMAT

[Official Letterhead]

Mr./Mrs. XXXXXXXXXX,
President (as appropriate), City National Bank

and Trust Company, Altoona, PA
Dear Mr./Mrs. XXXXXXXXXX. In connec-

tion with a legitimate law enforcement in-
quiry and pursuant to section 3402(5) and sec-
tion 3408 of the Right to Financial Privacy
Act of 1978, 12 U.S.C. 3401 et seq., and [cite
Component’s implementation of this part],
you are requested to provide the following
account information pertaining to the sub-
ject:

[Describe the specific records to be exam-
ined]

The [DoD Component] is without authority
to issue an administrative summons or sub-
poena for access to these financial records
which are required for [Describe the nature
or purpose of the inquiry].

A copy of this request was [personally
served upon or mailed] to the subject on
[Date] who has [10 or 14] days in which to
challenge this request by filing an applica-
tion in an appropriate United States district
court if the subject desires to do so.

Upon the expiration of the above men-
tioned time period and absent any filing or
challenge by the subject, you will be fur-
nished a certification certifying in writing
that the applicable provisions of the Act
have been complied with prior to obtaining
the requested records. Upon your receipt of a
Certificate of Compliance with the Right to
Financial Privacy Act of 1978, you will be re-
lieved of any possible liability to the subject
in connection with the disclosure of the re-
quested financial records.

[Official Signature Block]

[46 FR 29706, June 3, 1981. Redesignated at 56
FR 57984, Nov. 15, 1991]
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ENCLOSURE 4—CERTIFICATE OF COMPLI-
ANCE WITH THE RIGHT TO FINANCIAL
PRIVACY ACT OF 1978

[Official Letterhead]

Mr./Mrs. XXXXXXXXXX,
Manager, Army Federal Credit Union, Fort Ord,

CA 93941
Dear Mr./Mrs. XXXXXXXXXX. I certify,

pursuant to section 3403(b) of the Right to
Financial Privacy Act of 1978, 12 U.S.C. 3401
et seq., that the applicable provisions of that
statute have been complied with as to the
[Customer’s consent, search warrant or judi-
cial subpoena, formal written request, emer-
gency access, as applicable] presented on
[Date], for the following financial records of
[Customer’s name]:
[Describe the specific records]
[Official Signature Block]

Pursuant to section 3417(c) of the Right to
Financial Privacy Act of 1978, good faith re-
liance upon this certificate relieves your in-
stitution and its employees and agents of
any possible liability to the customer in con-
nection with the disclosure of these financial
records.

[46 FR 29706, June 3, 1981. Redesignated at 56
FR 57984, Nov. 15, 1991]

ENCLOSURE 5—OBTAINING ACCESS TO
FINANCIAL RECORDS OVERSEAS

(a) The provisions of 12 U.S.C. 3401 et seq.
do not govern obtaining access to financial
records maintained by military banking con-
tractors in overseas or other financial insti-
tutions in offices located on DoD installa-
tions outside the United States, the District
of Columbia, Guam, American Samoa, or the
Virgin Islands. The purpose of this part is to
describe a uniform procedure for access to
the financial records of these institutions.

(b) Access to financial records maintained
by military banking contractors in overseas
areas or other financial institutions located
on DoD installations outside the United
States, the District of Columbia, Guam,
American Samoa or the Virgin Islands is
preferably obtained by customer consent.
However, in those cases where it would not
be appropriate to obtain this consent or
where such consent is refused and the finan-
cial institution is not otherwise willing to
provide access to its records the law enforce-
ment activity may seek access by the use of
a search authorization issued by the appro-
priate military official. This search author-
ization shall be issued in accordance with es-
tablished Component procedures and the
Military Rules of Evidence.

(c) Information obtained under this enclo-
sure shall be properly identified as financial
information and transferred only where an
official need-to-know exists. Failure to iden-

tify or limit access in accordance with this
paragraph does not render the information
inadmissible in courts-martial or other pro-
ceedings.

(d) Access to financial records maintained
by all other financial institutions overseas
by law enforcement activities shall be in ac-
cordance with the local foreign statutes or
procedures governing such access.

[46 FR 29706, June 3, 1981. Redesignated at 56
FR 57984, Nov. 15, 1991]

PART 277—IMPLEMENTATION OF
THE PROGRAM FRAUD CIVIL
REMEDIES ACT

Sec.
277.1 Purpose.
277.2 Applicability.
277.3 Policy.
277.4 Responsibilities.

APPENDIX TO PART 277—PROGRAM FRAUD
CIVIL REMEDIES

AUTHORITY: 31 U.S.C. 3807.

SOURCE: 53 FR 39262, Oct. 6, 1988, unless
otherwise noted.

§ 277.1 Purpose.

This part establishes uniform poli-
cies, assigns responsibilities, and pre-
scribes procedures for implementation
of Pub. L. 99–509.

§ 277.2 Applicability.

This part applies to the Office of the
Secretary of Defense (OSD); the Mili-
tary Departments; the Office of the In-
spector General, Department of De-
fense (OIG, DoD); the Defense Agencies;
and the DoD Field Activities (hereafter
referred to collectively as ‘‘DoD Com-
ponents’’).

§ 277.3 Policy.

It is DoD policy to redress fraud in
DoD programs and operations through
the nonexclusive use of Pub. L. 99–509.
All DoD Components shall comply with
the requirements of this part in using
this new remedy. Changes or modifica-
tions to this part by implementing or-
ganizations are prohibited. Implement-
ing regulations are authorized only to
the extent necessary to effectively
carry out the requirements of this
part.
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